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CYBER SECURITY /INFORMATION SECURITY

YOUR LIFE IS BASED ON IT.
YOU THINK YOU ARE SAFE?
YOU ARE NOT!

The biggest threat to your privacy & confidentiality today is stealing information from your mobile phone or computer.
There is only 1 way to find out:

We actively attack your IT systems to identify vulnerabilities and make it extremely difficult for cyber attackers to
cause significant damage. To date, we have been able to penetrate 100% of our client companies and overcome every
IT security using white hat hacking.

ATTACK.
DETECT.
IMPROVE.
REPEAT.
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AWARENESS & REACTION

This assessment specifically attacks & examines the human-organizational part of the security chain - often the first
and most vulnerable line of defense!

« How attentive and security-conscious are your employees, reception areas, etc.?
Are internal processes reacting to unauthorized physical presence?

« |s an unauthorized person able to enter areas where they are not supposed to?
Is this person discovered, approached, or stopped?

» Are pre-set processes in place - e.g. reporting, escalation, documentation?
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INFILTRATION

Can attackers gain undetected physical access to sensitive corporate areas to impersonate a legitimate individual or
establish long-term access?

A realistic attack target is the placement of a rogue device on an insufficiently secured network port or access via an
unprotected Wi-Fi infrastructure. This creates a permanent access point / enable later remote access.

Potential attacks:

» Social engineering (e.g. technician, cleaner, etc.)

» "Office walkthroughs" in sensitive areas.

» Planting a rogue device for later remote use / data recording.

» Abuse of unsecured network ports or weakly configured Wi-Fi access points.

» Cloning access cards or exploiting vulnerabilities in access or visitor management.
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SABOTAGE & ESPIONAGE

Are attackers able to physically obtain or extract sensitive information - whether through direct access to devices and
documents or through the covert placement of hostile surveillance technology?

The target is to uncover information leaks in everyday office situations arising from inadequate security measures, lack
of awareness, or organizational gaps.

Potential attacks:

o Access to unsecured laptops, servers, printouts, or files in offices.

« Placement of spyware (keyloggers, microphones, or mini-cameras).
« Collection of access cards, badges, keys, or sensitive notes.

« Observation of confidential conversations through hidden devices.
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SOCIAL ENGINEERING (ATTACK ON EMPLOYEES)

Your “inner circle”. By far your biggest threat!
Business partners, employees or your own management, you will never know the truth!

We will realistically replicate advanced, targeted attack strategies against your employees, top management, etc. The fo-
cus is on individuals / functions that are particularly vulnerable, as well as the integration of latest phishing technologies.

Potential attacks:

« Targeting high-value personas (C-level executives, IT administrators, compliance officers, etc.).
» Complex customized phishing approaches.

» Authentic social engineering narratives & attacks.
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STARLINK DISCLOSURE

We can identify and map any Starlink Terminal “s location, maps and de-anonymize connected devices!

Key highlights our technology:

o GPS location mapping of any Starlink Terminal.

» Mapping of all connected devices & user agent.

» De- anonymize connected devices.

« Creating clusters by grouping users connected to same terminal.
Disabling remotely of any Starlink Terminal.
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Has been named within the German Business Awards 2025

Best High-End Home Security Architect 2025 - Europe

CERTIFICATE ??%"MW

Awarded October 2025 Al Global Media Ltd
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Home Security Specialists
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“Security remains a precondition to freedom.”

Mag. Matthias Fitzthum
CEO | Founder

CONTACT US

Your personal security requirements & -visions are at the center of our attention.

Highest discretion and strictly confidential consultations are our utmost priorities.

+49 8151 97 144 57
protect@bespokehomesecurity.com

www.bespokehomesecurity.com

Head office: 82335 Berg / Lake Starnberg | Germany
Kingdom of Saudi Arabia: Jeddah | Province Mekka
Switzerland: St-Moritz | Engadin | Graubinden

The Americas: Los Angeles | California | USA
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WWW.BESPOKEHOMESECURITY.COM



